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MINUTES

JOINT INTERIM COMMITTEE ON ADVANCED COMMUNICATIONS AND INFORMATION TECHNOLOGY

Tuesday, December 16, 2014
3:00 p.m.
Room 151, State Capitol
Little Rock, Arkansas
_______________________________________________

The Joint Interim Committee on Advanced Communications and Information Technology met on Tuesday, December 16, 2014, at 3:00 p.m., in Room 151 of the State Capitol, in Little Rock, Arkansas.  The following committee members attended:  Representatives Mary Slinkard, Chair; Karen Hopper, Joe Jett (alternate), Fonda Hawthorne (alternate), and Warwick Sabin (alternate).

Other legislator present:  Representatives Charles Armstrong

Representative Slinkard called the meeting to order.  

Committee consideration to approve the Minutes of May 28, 2014.  Representative Jett made a motion to approve the minutes.  Without objection, the motion was approved.  [EXHIBIT B]

Cybersecurity
Mr. Herschel Cleveland, Interim Director, Department of Information Systems (DIS) was recognized and introduced the following staff: Mr. Frank Andrews, DIS, Chief Information Security Officer and Mr. Greg Allison, DIS, Chief Security Operations Officer.

Mr. Cleveland gave an overview of the DIS Cybersecurity Office.  This office received approximately $400,000 in general revenue funds.  The Office of Information Technology is combined with the Geographic Information System and receives approximately $3 million per year.  Recently, DIS received $200,000 for broadband and a small amount for an innovation fund.  The DIS Cybersecurity Office, the Arkansas Continuity of Operations Program (ACOOP), and the Enterprise Architect’s Office are paid for by its customers through overhead costs.  

Mr. Frank Andrews presented [Handouts #1 and #2] for distribution.  He said DIS monitors the States’ backbone for threats with mitigation processes.  DIS interacts and shares information with the Federal Bureau of Investigations and other security entities for internet safety.  According to Mr. Andrews, a threat report is issued daily and is sent to security professionals who work within state government.  DIS is responsible for facilitating the States’ Security Working Group (a group of security professionals that DIS collaborates with to determine standards, policies, procedures, and controls necessary to keep data safe).  DIS addresses compliance issues, serves emergency support functions, and restores communications in the event of an emergency for the Department of Emergency Management.  The ACOOP oversees disaster recovery plans and continuity of operations for state agencies, boards, commissions, and K-12 schools.  

Currently, DIS has approximately 1,900 plans stored for various entities and 1,500 users that input information to keep the plans updated.  Some of the concerns for the States’ security network include:  more sophisticated attacks, increasing threat levels, and changing attack vectors.  It is a very important time to act, as there are a couple of things that need to be put in place on the state network to keep the data safe.  A sense of urgency is warranted in order to get this done sooner rather than later, preferably within the next 6 to 12 months, as it is key for a couple of the larger systems to be put in place to mitigate threats and control them.  

Mr. Allison added that the graph in  Handout #1 shows the activity on the States’ network.  It represents and identifies activity and malware running on the State security network or backbone.  As malware running on the States’ backbone is identified, the appropriate authority is notified so that they can track it down and remove it from the system.  DIS also tracks how good they are doing against host master, which are threats or malware that has been identified on the States’ network that DIS did not catch, but was reported by an outside entity.  There has been a significant decrease in security incidents since September 2013 because DIS moved from an old system to an open source SIMS (a security information event management system) that correlates 6 billion records per day and funnels out different security incidents.  Mr. Allison noted that his biggest concern with the graph is the increased notifications from external entities.  He expressed the importance of DIS acquiring a new security system or upgrading its security information management  system.  In addition, DIS would like to implement a web content filter in the analysis component.  It will require $1.1 million to $1.2 million to cover the cost of implementing the SIMS, and an additional $400 million to $450 million to cover the web content filter.  DIS can fund the cost, but it will impact the rates for everyone that uses the network.  DIS prefers finding another source or funding method.

Handout #2, the 2014 Deloitte-NASCIO Cybersecurity Study gives an overview of cybersecurity across the country at the state government level.

DIS-Proposed Rate Adjustments Fiscal Year 2015  [EXHIBIT D]
Mr. Herschel Cleveland, Mr. Jeff Dean, DIS, Chief Operating Officer, and Mr. Jerry Pack, DIS, Chief Fiscal Officer was recognized to discuss the Proposed Rate Adjustment Report.  Mr. Cleveland said that DIS had been audited thoroughly by the Department of Finance and Administration (DFA), noting that DFA helped DIS to develop the proposed rates.  DIS is required to forecast its rates and present the proposed rate adjustments to the legislature.  There are fund balances in 28 categories, excess fund balance categories, and negative fund balance categories.  DIS and DFA has set rates that would be logical for the customers, and to put DIS on track with giving back to the agencies through rate reductions and to recoup some of the negative fund balances.  Mr. Cleveland concluded by stating that DIS will recommend that DFA combine some of the categories.

Mr. Dean added that DIS developed the rate forecast based on last year’s performance and agrees with changing to more frequent or quarterly reporting when there is a material deviation from what the forecast revenues are expected to be.  This new reporting plan will include a current forecast of the over recoveries resolved within an 18 month window beginning January 1st.  

Representative Slinkard asked about the net increase or decrease in the rates.  Mr. Dean indicated that there is a net increase of approximately $1 million total.  Reductions were in the amount of $2.9 million annually and increases were $3.9 million annually.  

Mr. Cleveland noted that based on a state technology report by E-Republic, Arkansas received a technology grade of B+.  

Without objection, the report was favorably reviewed by the Committee.  



There being no further business, the meeting adjourned at 4:00 p.m.



